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	From the Top
On Guard
Coordinated Effort Between CIOs and In-House Counsel Protects IP
by THOMAS L. GEGENHEIMER and MICHAEL B. GLAZER
Moore’s Law states that microchip performance doubles every 18 months. In today’s New Economy, many technical workers routinely change jobs even faster — sometimes with a remarkable disregard for their former employer’s intellectual property. As they move, these "nomadic techies" can take with them (to Company B — or even worse, to the competition) skills and techniques that were developed at a high cost to their former employer. In this environment, it is important to put safeguards and procedures in place that will protect a company’s technology resources and assets today and in the future.

More than ever, a company’s legal counsel and information technology officers must work together to protect the enterprise from the loss of valuable information, techniques, business processes, software and hardware investments, and highly trained personnel. While technology changes constantly, basic legal practices endure and give rise to new and creative solutions.

The issues range from confidentiality and noncompetition agreements to hardware and software purchase contracts with their related (and often complex) financing arrangements, licensing agreements and protection of intellectual property assets, and a variety of other matters.

Preparation of confidentiality, noncompete and software ownership agreements must be written, approved by the company policy makers and implemented before employees are hired. Approaching technical staff after the fact is difficult and sometimes impossible, and lucrative financial packages may be required to bind the employee to an agreement. But failure to complete the agreements can lead to even bigger problems. Employees, whether financially motivated, bitter toward their employers or driven by other factors, copyright software they believe they own — not because ownership rights have vested to them, but because the company paying them has not taken the necessary steps to protect what is rightfully the company’s assets.

Organizations caught in these traps sometimes find that they must pay thousands of additional unanticipated dollars to retain the right to use the software developed in their own IT shops.

It’s in this light that general counsel and chief information officers must work carefully to craft practices, policies and agreements that assist the company in developing and implementing legally sound, but operationally pragmatic, solutions.

Styles can vary widely, but we’ve adopted a routine that involves open dialogue, identification of key business objectives, some finesse and several marked-up drafts of the agreement. 

Protecting Knowledge
Knowledge management presents another major problem when business processes are committed to computer logic. For years, business processes were maintained in the heads of senior and loyal management who rarely changed employers. But today, company loyalty has been diluted. Corporate knowledge, developed and honed over many years, has been converted to software rules.

While these protocols can dramatically increase productivity, they can also be e-mailed or carried from one job to the next with frightening ease. In such cases, registration of intellectual property assets, including domain names, may be advisable.

Protection of the company’s proprietary information, processes and products is another important area to address. Used properly, strongly worded agreements can discourage the devious, profit-seeking employee from carrying software code from job to job. It’s difficult to totally prevent software technology from leaving the company, but agreements accepted during the initial retention process greatly clarify the rules of engagement and can clearly convey ownership of developed techniques or technologies to the company.

The Web opens another big hole that companies must plug. Most large companies have expanded bandwidth access to the Web, which provides employees with access to chat rooms, viruses and opportunities to spam or hack other sites. Most hard-core hackers take advantage of these high-speed Web access points to do their damage. They don’t need to operate from within the company; disgruntled technical staff can leave holes in firewalls for their hacker friends on the outside.

In addition, employees can view pornographic sites, improperly use e-mail to waste or jam computer resources and introduce pirated software to the company. In such cases, properly written usage policies give employers added leverage in controlling the use of and access to their technology resources.

Vendor Agreements
Today, IT shops are purchasing more and more hardware to meet their corporate needs. We have learned over the years that working with legal counsel to craft strong agreements helps to ensure that vendors deliver on pre-sale promises and minimizes the loss of investments from poorly operating software or hardware.

Vendor contracts, never written for the benefit of the purchaser, typically contain three types of terms and provisions. They include business issues, legalistic issues and provisions for product performance. From a business point of view, IT folks often fail to understand the importance of a proper review of these issues. 

Many employees and consultants are more concerned about getting the job done than the ramifications resulting from inadequate review of the issues inherent in the acquisition process, which range from transit and installation to product performance, warranties and remedies, and disclaimers or limitations of liability.

While most of the terms and conditions in such an agreement will, hopefully, never be used, nailing these issues down in a formal, written contract helps to assure our ability to meet company goals, reduce potential risk and offer additional negotiating leverage in future transactions.

So what’s the "end game?" In the spirit of taking full advantage of the resources at your disposal, a coordinated effort between CIOs and legal counsel can help build a solid program to prevent technological knowledge and resources from being drained or, worse, used against our companies. Such cooperation can also help ensure that the hard work and creative talents of your company’s human resources are fully utilized. 
Thomas L. Gegenheimer is senior vice president-chief information officer and Michael B. Glazer is vice president-general counsel of Howard Schultz & Associates International Inc., a Dallas-based recovery audit firm serving many of the largest retailers, grocers and other high-volume businesses in the world. They can be reached through the company’s Web site at www.hsanet.com.


 

